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Beginners

Geeks

An obvious challenge…
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Backup & Restore

There are two kinds of people who do backup…

– Those who do

– Those who will
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Windows 7 Backup & Restore

Three components

1. Users’ data (not system folders or program 
files)

2. System image

3. Bootable system recovery disc (system 
repair)

See       for information from Microsoft
↑Click here

http://windows.microsoft.com/en-US/windows7/products/features/backup-and-restore
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Macintosh OS-X* Backup

• Time Machine, to external disk drive

• Time Capsule, wireless/wired backup device

• See      for information from Apple

* Current version is “Lion”; upgrade from “Snow Leopard” $29.95

http://support.apple.com/kb/ht1427
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Acronis True Image Home 2011

• Disk imaging

• File backups

• Full, differential & incremental backups

• $39.99 to $79.99 (3-pack)

• See      for information and to download

http://www.acronis.com/homecomputing/products/trueimage/index.html
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Other Backup Schemes

• See Wikipedia      for 17 free backup utilities 
and 46 for a price

• Cloud backup

– For a comparison of 37 offerings, see

– For more information see       (PCWorld)

http://en.wikipedia.org/wiki/List_of_backup_software
http://en.wikipedia.org/wiki/Comparison_of_online_backup_services
http://www.pcworld.com/businesscenter/article/223354/choosing_cloud_backup_for_pcs.html


Slide 8 of 67

Other Backup Schemes (cont.)

• Consider RAID 1 (mirroring) dual disk drives 
for desktop computers:

– Apple

– Dell

– HP

– For information on RAID, see

• Window Home Server, see      and

http://www.dell.com/content/topics/topic.aspx/global/products/pvaul/topics/en/learn_disk_storage_protection?c=us&l=en&cs=555
http://connect.microsoft.com/WindowsHomeServer
http://www.microsoft.com/windows/products/winfamily/windowshomeserver/default.mspx
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Other Backup Schemes (cont.)

• Linux  backup systems

– Time Vault, see

– Clonezilla, see

– Duplicity, see

– Amanda, see

– Rsync, see   

http://duplicity.nongnu.org/
http://www.clonezilla.org/
https://wiki.ubuntu.com/TimeVault
http://rsync.samba.org/
http://www.amanda.org/
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Remember…

• Monitor backup to assure yourself it is 
working

• Periodically test backup by recovering sample 
files

• Backup is not a set and forget function!

“Just because you’re paranoid doesn’t 

mean someone isn’t out to get you!”
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Price of External Disk Drives
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Price Change of Disk Drives
(a slight digression)

In 1979, the price of a 75 MB disk drive was $12,500 

($37,349 in 2011 dollars).  $498/MB

In 2011, the price of a 3 TB disk drive is $167.   $0.000055/MB 

A drop (or ratio) of 8.946 million to 1 in 32 years
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Price of Cars
2011 Mercedes-Benz SLS AMG

$207,000

2.3¢2.3¢ or 5 for a dime
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Anti-Virus/Malware

There are two kinds of people who use anti-
virus/malware software…

– Those who do

– Those who will 

See Wikipedia for a list of 61 offerings

http://en.wikipedia.org/wiki/List_of_antivirus_software
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Anti-Virus/Malware (free)

• Microsoft Security Essentials (free) from

– Malwarebytes (free) from

– SUPERAntiSpyware (free and fee versions) 
from 

http://www.malwarebytes.org/products/malwarebytes_free
http://www.microsoft.com/security/pc-security/mse.aspx
http://www.superantispyware.com/
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Anti-Virus/Malware (free)

• Avast! see

• AVG, see

• Avira, see

• Comodo, see

• Panda, see

http://www.avast.com/free-antivirus-download
http://free.avg.com/us-en/homepage
http://www.avira.com/en/avira-free-antivirus
http://personalfirewall.comodo.com/
http://www.pandasecurity.com/homeusers/downloads/
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Anti-Virus/Malware (paid)

• Norton Products, see

• McAfee products, see

• Kaspersky Anti-Virus, see

• AVG, see

• ZoneAlarm, see

http://www.symantec.com/index.jsp
http://home.mcafee.com/Default.aspx
http://usa.kaspersky.com/
http://www.avg.com/
http://www.zonealarm.com/security/en-us/zonealarm-antivirus-software.htm
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Anti-Virus/Malware (paid)

• BitDefender Antivirus, see

• ESET Nod32 Antivirus, see

• Trend Micro Titanium Antivirus, see

• Panda Antivirus Pro, see

• CA Anti-Virus, see

http://www.bitdefender.com/
http://www.eset.com/us/home/nod32-antivirus
http://us.trendmicro.com/us/products/personal/antivirus-plus-anti-spyware/
http://www.pandasecurity.com/homeusers/solutions/antivirus/
http://shop.ca.com/ca/products/antivirus/antivirus_plus.asp
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Those Without Backup & Anti-
Virus Software…
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Security Utilities
Password Management

• RoboForm, see        ($29.95)

• Password Genie, see     (  $15.00).  Also see SmartComputing, 
22, 05 (May), p. 28 (2011)

• LastPass, see        (free)

• Password Safe, see        (free)

• KeePass, see        (free)

• 1Password, see        for PC & Macintosh ($39.99)

• IronKey, see        [$79 (1 GB) to $298 (32 GB) flash drives]

http://www.roboform.com/
http://www.mypasswordgenie.com/
https://lastpass.com/
http://passwordsafe.sourceforge.net/
http://keepass.info/
https://www.ironkey.com/
http://agilebits.com/onepassword
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Security Utilities
Password Checkers

See      for a password “strength test” from 
Rumkin.com

http://rumkin.com/tools/password/passchk.php
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Security Utilities
Password Checkers

See      for Microsoft’s password checker

https://www.microsoft.com/security/pc-security/password-checker.aspx
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Security Utilities
Password Calculator

See      for Gibson Research Corporation

https://www.grc.com/haystack.htm
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Compromised E-Mail Address?

• See      to check if you e-mail address has been  
compromised (ShouldIChangeMyPassword.com)

• For Gmail, see      to check if your account has 
been hacked (activity log)

• Verizon activity log?

• Yahoo activity log?

https://shouldichangemypassword.com/
http://www.friedbeef.com/how-to-check-if-your-gmail-account-has-been-hacked/
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See 

https://shouldichangemypassword.com/
http://en.wikipedia.org/wiki/LulzSec
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What Happens When a File Is Deleted?

1. Delete  Recycle Bin

2. Empty Recycle Bin  file marked “deleted” in 

A. the  Master File Table (MFT) and 

B. clusters (4 KB) marked free in $BitMap
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Security Utilities
Eraser

See       (free)

A tool that completely removes “deleted” data 
by overwriting it several times with carefully 
selected patterns

NOTE:  In Windows 7 holding down the SHIFT key when deleting avoids the 
Recycle Bin and presumably completely erases files

http://www.heidi.ie/eraser/


Slide 31 of 67

Security Utilities
CCleaner

• See       (free)*  

• Completely removes unused files

• Overwrites deleted files

• Cleans traces of online activities such as Internet 
history

• Has an uninstaller

• Has a registry cleaner

* Piriform is also the provider for “Recuva”

http://www.piriform.com/ccleaner
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Assorted Utilities
Recuva

See       (free)*

Recovers files deleted from Windows computers, 
Recycle Bin, digital camera card, MP3 player, etc.

* Piriform is also the provider for “CCleaner”

http://www.piriform.com/recuva
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Security Utilities
Ad-Aware

See       (free)

• “A spyware and malware killer”

• Protects against rootkits*

• Is not an anti-virus program

*Hidden malware with privileged access

http://www.lavasoft.com/products/ad_aware_free.php
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Security Utilities
Secunia Personal Software Inspector (psi)

See       (free)

• Detects vulnerable and out-of-date programs 
and plug-ins

• Provides direct links for updates and patches

http://secunia.com/vulnerability_scanning/personal/
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Security Utilities
Panda USB Vaccine

See       (free) 

• Allows users to disable the AutoRun feature 
on computers, USB drives and other devices

http://www.pandasecurity.com/homeusers/downloads/usbvaccine/
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Security Utilities
File Encryption

• TrueCrypt, see      (free)

• Cryptainer, see     (free or $29.95 to $69.95, 
see      ) 

• 7-Zip, see     (free)

• CryptoForge, see    ($29.95 to $39.95, see      ) 

http://www.truecrypt.org/
http://www.7-zip.org/
http://www.cypherix.com/cryptainerle/
http://www.cypherix.com/store.htm
http://www.cryptoforge.com/
http://www.cryptoforge.com/order.htm


Slide 37 of 67

Updating Device Drivers

• See             for information on updating device drivers

• Intel driver update utility, see 

• SlimDrivers, see 

• DriverZone.com, see 

• See also PCWorld, 29, 5 (May), p. 61 (2011)

http://windows.microsoft.com/en-US/windows7/Update-a-driver-for-hardware-that-isnt-working-properly
http://www.intel.com/p/en_US/support/detect/?iid=dc_iduu
http://www.pcworld.com/downloads/file/fid,117625/description.html
http://www.driverzone.com/
http://www.bleepingcomputer.com/tutorials/tutorial119.html
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Updating Device Drivers
Computer Specific

• HP device drivers, see 

• Dell device drivers, see

• Sony VAIO device drivers, see

• Toshiba, see 

• Apple, see 

http://www8.hp.com/us/en/support-drivers.html
http://support.dell.com/support/downloads/type.aspx?c=us&cs=19&l=en&s=dhs&SystemID=DJ_DIGITAL_MP&category=0&os=WW1&osl=en&deviceid=6358&devlib=25
http://esupport.sony.com/US/perl/select-system.pl?DIRECTOR=DRIVER&PRODTYPE=1,72,70,66,24,9,26,5
http://www.csd.toshiba.com/cgi-bin/tais/support/jsp/home.jsp?nav=Download
http://developer.apple.com/hardwaredrivers/
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Assorted Utilities
PDF Viewers

• Adobe Reader X, see   .   See also       (Wikipedia) 

• Foxit Reader, see      .   See also       (Wikipedia) 

• Sumatra PDF, see      .  See also       (Wikipedia) 

• Google Chrome built-in PDF viewer      

http://www.adobe.com/products/reader.html
http://en.wikipedia.org/wiki/Adobe_Acrobat
http://www.foxitsoftware.com/pdf/editor/
http://en.wikipedia.org/wiki/Foxit_Reader
http://blog.kowalczyk.info/software/sumatrapdf/download-free-pdf-viewer.html
http://en.wikipedia.org/wiki/Sumatra_PDF
http://www.google.com/support/chrome/bin/answer.py?answer=1060734
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Assorted Utilities
Belarc Advisor

See       (free)

• Builds a detailed profile of installed software and 
hardware, missing Microsoft hotfixes, anti-virus 
status, security benchmarks, etc.

• Results are displayed in a Web browser. 

• All PC profile information is kept private on the PC 
and is not sent to any Web server

http://www.belarc.com/free_download.html
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Assorted Utilities
Revo Uninstaller

See      (free and paid)

• Complements/supplements Windows uninstaller

• “Pro” version includes several additional utilities

http://www.revouninstaller.com/revo_uninstaller_free_download.html
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Assorted Utilities
Ditto

See      (free)

• An extension to the standard Windows clipboard 
(CTRL-C then CTRL-V)

• Items are placed on the clipboard allowing access to 
any of those items at a later time. 

• Includes any type of information that can be put on 
the clipboard: text, images, html, JPEG, custom 
formats, etc.

http://ditto-cp.sourceforge.net/
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Assorted Utilities
Ditto (cont.)

• To display extended clipboard key CTRL-` (Note the ` 
character uses the same key as the ~)

• 100s or 1000s of items can be retained

• Double-click on the item to be pasted
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Upon keying

CTRL-`
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Assorted Utilities
PC Decrapifier

See       (free)

• Removes dozens of bloatware programs that typically 
are installed on new computers

• NOTE:  Sony VAIO “Fresh Start” (free).  See       for a 
discussion

http://www.pcdecrapifier.com/download
http://www.zdnet.com/blog/bott/sonys-amazing-crapware-free-pc/501 for a discussio
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Assorted Windows 7 Tips
Keyboard Shortcuts

• See       for an extensive list from Microsoft

• See       for an extensive list from Windows Secrets

• Don’t  forget       +Tab or Alt+Tab to invoke Windows 
Aero   

http://windows.microsoft.com/en-US/windows7/Keyboard-shortcuts
http://windowssecrets.com/top-story/a-complete-guide-to-windows-7-keyboard-shortcuts/
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Assorted Windows 7 Tips
Character Map

• Easy insertion of special characters

• To pin the “Character Map” to the taskbar… 

Start  All Programs  Accessories  System Tools 
 [right-click] pin Character Map to taskbar
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Assorted Windows 7 Tips
Character Map (cont.)
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Assorted Windows 7 Tips
Reliability Monitor

• Provides detailed information on crashes, hanging 
and quitting applications, etc.

Start  [key] reliability  [left-click] View reliability     
history
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Assorted Windows 7 Tips
Reliability Monitor (cont.)
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Assorted Windows 7 Tips
Problem Steps Recorder (PSR)

Record events when an app misbehaves

• Start  [key] psr.exe  [left-click] Start Record

• Run the application that is misbehaving

• Add comments in the record as appropriate

• [left-click] Stop Record

• Save recording (a zip file) as prompted

• See Maximum PC, 16 (9), p. 64, September 2011.
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Remote Access

Allows someone to remotely access your computer 
(or vice versa)

• Windows Remote Desktop Connection             *

• ShowMyPc

• LogMeIn 

• “40+ Ways to Access Your Computer Remotely”

* Not available for all versions of Windows.

http://windows.microsoft.com/en-US/windows-vista/Connect-to-another-computer-using-Remote-Desktop-Connection
http://windows.microsoft.com/en-US/windows-vista/Connect-to-another-computer-using-Remote-Desktop-Connection
http://windows.microsoft.com/en-US/windows-vista/Connect-to-another-computer-using-Remote-Desktop-Connection
http://windows.microsoft.com/en-US/windows-vista/Connect-to-another-computer-using-Remote-Desktop-Connection
https://secure.logmein.com/
http://windows.microsoft.com/en-us/windows7/help/videos/remote-desktop-connection
http://showmypc.com/
http://mashable.com/2007/09/07/remote-access/
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Assorted Windows 7 Tips
Resource Monitor

Resurrect locked up applications (processes)

• Start  [key] resmon  [left-click] resmon.exe

• Locate  frozen process (highlighted in red), right-click 
and select Analyze Wait Chain

• If > 2 processes displayed, the lowest one is freezing 
the program

• Check the box next to this process, [left-click]  then 
[left-click] End Process
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Assorted Windows 7 Tips
Windows Calculator

Start  [key] calculator  [left-click] calculator

(If frequently used, pin to Taskbar)
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Assorted Windows 7 Tips
Windows Calculator (cont.)

Standard Scientific
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Assorted Windows 7 Tips
Windows Calculator (cont.)

Programmer
Statistics
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Assorted Windows 7 Utilities & Tips

• See       for a list of 92 free utilities

• See       for a list of 85 “Windows 7 tips, tricks and 
secrets”

http://www.sevenforums.com/software/92-free-great-programs-windows-7-a.html
http://www.techradar.com/news/computing-components/85-windows-7-tips-tricks-and-secrets-643861
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Windows 7 Gadgets 
System Tools

• System Monitor, see      .  Shows heads up display 
CPU, RAM, IP, Battery, WiFi, network, etc. 

• Network Meter, see      .  Displays a wide variety of 
network characteristics

• Margu-notebookInfo2, see      .  Displays numerous 
system attributes

http://gallery.live.com/liveItemDetail.aspx?li=d3df402c-e1f0-4fbb-8a73-bafa8f252abe&bt=1&pl=1
http://gallery.live.com/liveItemDetail.aspx?li=86656dc5-b0fe-489d-b115-44a76e050f63&bt=1&pl=1
http://gallery.live.com/liveItemDetail.aspx?li=03980eb7-62d1-46ba-8057-47dc0c50cc68


Slide 62 of 67

Windows 7 Gadgets 
Radio Players

• BBC Radio Player, see      .  11 BBC radio stations

• iClassical Radio Player, see      .  16 classical music 
radio stations

• TrueTone Desktop Radio, see      .  Numerous music 
genre

http://gallery.live.com/liveItemDetail.aspx?li=7e4ba3f8-29db-42db-8fb5-2ba61e67c08c&bt=1&pl=1
http://gallery.live.com/liveItemDetail.aspx?li=78160e83-57c3-4fdb-93fe-28c2fda8c980&bt=1&pl=1
http://gallery.live.com/liveItemDetail.aspx?li=e213aa95-58dd-4f91-a590-a7ace4c39245
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Windows 7 Gadgets 
Outlook Appointments

• See

• Shows next 3-5 upcoming appointments in Outlook

http://gallery.live.com/liveItemDetail.aspx?li=ed840437-7d13-4755-8d0a-0ba2cbbf38e6&=1&=1
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Windows 7 Gadgets

• Gadgets from Microsoft, see        and 

http://windows.microsoft.com/en-US/windows/downloads/personalize/gadgets
http://gallery.live.com/results.aspx?c=0&bt=1&pl=1&st=5
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Time to wake up!!
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The End


