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== Presentation

Avall abl e At

At the table in the back of the room

WACUG:
A Goto http://wacug.orqg/
A Select fiRecent Meeting Topi

OLLI Computer Club:
A Goto http://www.olli.gmu.edu/
A Select fAOEGBemputer Cl ubo
A Select ARecent Meetingso



http://wacug.org/
http://www.olli.gmu.edu/

Outline

A The threat
A What information to encrypt
A What is encryption?

A Encryption products
I Cypherix LE
I TrueCrypt
A Downloading TrueCrypt

A Using a TrueCrypt vault
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The Threat

Deleted files C recycle bin are not erased

Files emptied from the recycle bin are not
erased

Laptops are targets for thieves (~600,000/year
stolen or lost)

|l ntruders can Afar mo
Information via the Internet

Very easy t
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= \What Happens When

a File i1s Deleted?

A File is marked as deleted in the Master File
Table (MFT)

A Clusters allocated to the file are marked as
free in $BitMap (1 cluster = 4 KB)

A The actual data remain on the disk until
clusters are re-used

A For more information, see #¥ ¢ click for

information


http://whereismydata.wordpress.com/2009/05/02/forensics-what-happens-when-files-are-deleted/

What to Encrypt

A Financial data
i Credit card information
I Tax records
I Social Security numbers
I Bank statements
i Payroll or pension payments

I Receipts
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What to Encrypt .

A Medical information

A Legal documents

A Collections of IDs & Passwords
A Private correspondence
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What Is Encryption?

A Encryption is scrambling of information in a
systematic and recoverable manner

i to ensure privacy and security




How Much Protection

s Needed?

A Guaranteed privacy & security is impossible

A Excellent privacy & security is easily achievable

A Reasonable protection enc
guyso to |l ook for an easi
In other words:

Alf your house is |l ocked a
|l snot, guess where the th
A If you and your friend are chased by an angry,
hungrybear fy ou donodt need to
bearé just your friend!



Password

Management

A Login with one master password and one
click; fill forms automatically

ARoboForm ($29.95 f&nd $9. 9
ALast Pass ®free)é
APassword Safe (free f ffom

ASecurel T free)é


http://lastpass.com/
http://www.roboform.com/
http://passwordsafe.sourceforge.net/
http://www.nimusi.net/secureit.php

Encrypt Microsoft

Office Files

A MS Office documents (Word, Excel and
PowerPoint) can be encrypted (a) to
open and/or (b) to modify

A For instructions, see &

A Office 2007 uses strong encryption, but
requires good password. How secure Is
this encryption? See @


http://www.groovypost.com/howto/microsoft/office/password-protect-microsoft-office-2007-documents/
http://www.oraxcel.com/projects/encoffice/help/How_safe_is_Word_2007_encryption.html

Creating Strong

Passwords

A Very poor passwords:
I password
I guest
I test
I admin
I garson
I any single word

I <8 characters, etc.



Creating Strong

Passwords (cont)

A Strong but forgettable passwords:

- CQL$8eMOy@8z01P

86CBA1D7CEB8BOF
6387C73F825A2C298796C3B7B7EA9F
7@iB%tuD6I3tUA&ZQ2s6UjG5sWTS6G
h1L#v3EIMyD*x#fjGpRrcD3J&e8ZNP5uZTOT2@by

A Discussion of strong passwords, see o


http://en.wikipedia.org/wiki/Password_strength

Creating Strong

Passwords (cont)

A Strong, practical passwords:
I 2BeeOarKnot2Bea?
I NaturalLog2.71828
I AMolels6.02x1023
I ILielWasBornInl777
A For picking strong passwords, see L
A To check strength of passwords, see L

https://www.microsoft.com/protect/fraud/passwords/checker.aspx


http://www.reputationdefenderblog.com/2009/08/20/reputationdefender-ceo-michael-fertik-shares-password-safety-tips/
http://rumkin.com/tools/password/passchk.php

Creating Strong

Passwords (cont)

t o gener at

Password has been generated. Drag it to any
field. Click Copy to copy it to clipboard. Click
(Generate to generate new passward

Copy Generated Password to clipboard

MNumber of characters: a3
AZ [Daz 09 [O)|\@HsL s
Minimal number of digits: 0
Exclude similar characters

[] Hexadecimal 0-9, A-F

Bit Strength = 40

(G [ e ]




== Creating Strong

Passwords (cont)

A See http://www.passwordcard.org/en

£ for

PassWord card

BAO0PEa ! 2ATACONOHVKGE ; GOMYS [ £
c39%phLaYC8D9Q3J1hY7DTCmSJ9EVE
CDusNdGZgtrsbSSQfvhcrS3A4BHGE
QiwiV68e7CFY6hOpgKBVYZDRXSBRY
vRV8euHs 6t cHkzSrU JNRAMEFUVV/ zp
eZCTrdEZTKDCRUJtZArCyxhARg2gV
YLGCEQ3GQrvsdrSyaeAB2DHWacdvu
pnZjanZtuk7CuThmMZ2pTSyhpHTXEFh
KveFFTWO9pbg5QTycf9p7 JmmZ2ZFtRpcC

faaafilbclielT il

AP AP ONIOADAKS THYVELD  MO700E; | ©
WhUBARr8bd36JTs jKuut XSEytWe8J
rhVZ2ZKAphmAwWSXSbApWRarMNokGJL£9
zfKHCZxGeHcRMJTDSYhjkG6ejS4tR
SKWwUDHTVvNMZ4uVrQGTUKtes j8Ucdb
35786921585898202693864168006
50210641170845337688527861212
822100840709219296840559338262
91942372690459276880994102023

c54d=900asl9faed



http://www.passwordcard.org/en
http://www.passwordcard.org/en

5 e General Encryption

Products

A Cypherix* LE 8.1.0.0 (LE free; other
products for sale)

I Download o

i For more inf@®r mati oné

A TrueCrypt 6.3a (free)
i Download ®

i For more inf@®r mati oné

*Formerly known as Cryptainer


http://www.cypherix.com/cryptainer_le_download_center.htm
http://www.cypherix.com/prods.htm
http://www.truecrypt.org/downloads
http://www.truecrypt.org/
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General Encryption
P rOd UCtS (cont.)

A Androsa FileProtector (free) ¥

A AxCrypt (free) €

A PowerCrypt (free) €

A CryptoForge ($30-$40) €

A Symantec Endpoint Encryption* ($133) €

A PGP** (Pretty Good Privacy) € and Philip
Zimmerman €»

* Symantec to acquire PGP Corp. and GuardianEdge Technologies, Inc.
** See Wikipedia discussion €


http://www.androsasoft.net/
http://sourceforge.net/projects/axcrypt/
http://www.spychecker.com/program/powercrypt.html
http://www.symantec.com/business/endpoint-encryption
http://www.cryptoforge.com/
http://www.pgp.com/
http://en.wikipedia.org/wiki/Pretty_Good_Privacy
http://www.philzimmermann.com/EN/background/index.html
http://www.symantec.com/about/news/release/article.jsp?prid=20100429_01
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Cypherix LE (free)

A Creates containers (vaults) up to 25 MB
each

A Create vaults on hard drives, thumb
drives, CDs, DVDs, etc.

A Drag and drop files or folders into
vaults

A Secure e -mail
A 128 bit Blowfish encryption



Cypherix Products

2.5 GB vaults 25 GB vaults 500 GB vaults 500 GB vaults
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TrueCrypt 6.3a

A Creates a virtual encrypted disk in a file

A Encrypt a entire hard drive, USB flash
drive, CD, DVD, etc.

A Encrypts automatically in real time

A Drag and drop files or folders into
vaults

A Secure e -mail (by attaching a small
vault)

A 256 bit AES* encryption

*Advanced Encryption Standard



Downloading

TrueCrypt

A Go to http://www.truecrypt.org/downloads



http://www.truecrypt.org/downloads

Versions available for
Macintosh & Linux



